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Heart of Worcestershire College Privacy Notice for CCTV
Revision Date: November 2025

Who is the Data Controller?
Heart of Worcestershire College
Address: Peakman Campus, Peakman Street, Redditch, Worcestershire B988DW Web: www.howcollege.ac.uk
Email: dataprotection@howcollege.ac.uk

Why do we collect your personal information?

Heart of Worcester College operates and maintains a CCTV system for the following purposes:
a)	to reduce the fear of crime and offer reassurance 
b)	to assist in the prevention and detection of crime and disorder
c)	to assist the apprehension and prosecution of offenders
d)	to monitor and deal with safety issues
e)	to respond to safeguarding incidents

Heart of Worcester College will not use the CCTV system for the following:
a)	to collect audio recordings 
b)	for the collection and use of biometric data (such as face recognition technology) 
c)	to monitor staff in the normal duties of their work 
d)	to carry out covert surveillance (recording without clear signage)

What personal information does the organisation collect and what lawful reasons do we have to collect and process it?

Heart of Worcester College collects images and footage caught by our CCTV cameras which are located throughout our buildings and the surrounding areas.

The College’s legal basis for processing personal data in footage and images is Article 6 (1) (f) of the UK GDPR, which allows us to process personal data when we have a Legitimate Interests and have undertaken a Legitimate Interests Assessment (LIA) to demonstrate that our interests in operating our CCTV cameras outweigh the privacy rights of individuals whose images may be captured. We have conducted such an assessment and concluded that our interests listed below outweigh those of individuals whose data we may collect with our clearly marked CCTV systems.





Special Category Data
Under UK GDPR, certain types of data are termed “special category”. These include ethnicity, medical conditions and disabilities. The College does not use facial recognition nor does it deliberately set out to capture any special category data. However, cameras may incidentally record information which falls within these categories. Where we do capture special category data, our lawful basis is substantial public interest in processing this information, for the purposes of detecting and preventing crime.

Criminal Convictions Data 

Any footage captured which contains criminal damage, violent or aggressive incidents or other criminal acts is criminal convictions data. The processing of criminal convictions data requires a substantial public interest condition from the Data Protection Act 2018. The College relies on Schedule 1, Part 2, (10) which is met if the processing (a) is necessary for the purposes of the prevention or detection of an unlawful act, (b) must be carried out without the consent of the data subject so as not to prejudice those purposes, and (c) is necessary for reasons of substantial public interests.

Where do we obtain your personal data?
Your personal data may be captured on any of our CCTV cameras inside and outside of our properties. Signage is present around these cameras.

How and where do we store data?
Data will be stored securely by the College under strict access controls and only made available to those who have a legitimate need to access it.

Who might footage be shared with?
The College may provide footage to assist the Police with any criminal damage or their investigations. Footage may also be shared with third parties where there is a legal basis to do so. For example, sharing footage with insurance companies in the event of a damage claim etc.

Do we process data outside the UK?
The College will not store this data outside of the UK. 

For how long does the organisation keep data for?
All footage will be stored for a period of around one month before it is overwritten, unless it has been downloaded for a specific reason. Any data which has been downloaded for a purpose will be held for as long as is necessary for that purpose.



What rights do you have?
As a data subject, you have several rights. You can:
· access and obtain a copy of your data on request. Please note that you are only entitled to your own data and not that of any third parties. The College is unable to mask or redact third parties so you may be provided with still images rather than moving footage.  Please also note that footage is only held for a limited period and will no longer be retrievable after this time;
· require the organisation to change incorrect or incomplete data;
· require the organisation to delete or stop processing your data, for example where the data is no longer necessary for the stated purposes of processing
· object to the processing of your data 
If you would like to exercise any of these rights, please contact the data protection officer at dataprotection@howcollege.ac.uk or contact the college reception.

Who can I complain to?
If you believe that HoW College has not complied with your data protection rights, please contact the Data Protection Officer in the first instance. If you are unhappy with the response, you have the right to contact the Information Commissioner by going to their website (ico.org.uk) or by ringing 0303 123 1113
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