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About this Document
The College processes personal data revealing a person's racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic or biometric data used for identification, health information, sex life, or sexual orientation (Special Category Data). The College also processes personal data relating to criminal convictions and offences or related security measures, including personal data relating to criminal allegations and proceedings (Criminal Offence Data).
This Appropriate Policy Document (APD) addresses the requirements of Schedule 1, Part 4 of the Data Protection Act 2018 (DPA 2018) and provides information about:

· The conditions on which the College processes Special Category Data and Criminal Offence Data.
· How the College secures compliance with the principles of the UK General Data Protection Regulation (UK GDPR) in respect of Special Category Data and Criminal Offence Data.
· The College’s policies relating to retention and erasure of Special Category Data and Criminal Offence Data.
[bookmark: _Int_D8EMiSMr]This APD forms part of the College’s wider data protection framework, including relevant privacy notices, retention arrangements, security controls, records of processing activities, data sharing arrangements, and other related policies and procedures. Accordingly, this APD should be read in conjunction with the wider data protection framework, where relevant.

Personal data processed
The College processes the following categories of Special Category Data where necessary and proportionate for its organisational functions.
a) Health data, including physical and mental health information, disability information, sickness and absence information, occupational health information, medical evidence, first aid and accident information, wellbeing and safeguarding-related health information, and information required to provide reasonable adjustments or support.

b) Personal data revealing racial or ethnic origin, religion or belief, sexual orientation, and equality, diversity and inclusion monitoring information where required for equality monitoring, safeguarding, support, or reporting purposes.

c) Trade union membership information where relevant to payroll deductions, representation, consultation, employment matters, or legal claims.

d) Biometric or similar authentication data where it is used for access, account security, or related IT security functions. 

e) Special Category Data contained in safeguarding records, complaints, disciplinary matters, grievance records, legal claims, information requests, incident records, student support records, equality monitoring returns, and other case management records.

f) Any other Special Category Data voluntarily provided to the College or otherwise lawfully obtained where necessary for employment, education, safeguarding, welfare, accessibility, health and safety, legal, regulatory, complaints, information rights, or public task purposes.
The College also processes the following Criminal Offence Data, where necessary and proportionate for its organisational functions:
Information about criminal convictions, allegations, safeguarding concerns, barred list checks.
DBS outcomes, and related risk or incident information, where authorised by law and necessary for safeguarding, suitability, security, legal, complaints, information request, or regulatory purposes.
Evidence of offences, or alleged offences, for example photographs, video and audio recordings, CCTV footage, and communications.

Conditions for processing
Processing Special Category Data
The College processes Special Category Data only where a condition under Article 9 UK GDPR applies, and where there is a separate Article 6 lawful basis for the processing.
a) UK GDPR, Article 9(2)(a) – explicit consent, where the College relies on consent to process Special Category Data for specific purposes, for example certain accessibility or dietary arrangements, certain benefits-related processing, parental or carer engagement based on consent, marketing-related uses, or where individuals choose to provide Special Category Data for a specific optional purpose.


b) UK GDPR, Article 9(2)(b) – employment, social security and social protection law, where processing is necessary for the College to perform or exercise rights or obligations in connection with employment, social security, social protection, pensions, payroll, absence management, occupational health, equality monitoring, workforce management, education support, or related statutory functions. The corresponding DPA 2018 condition is Schedule 1, Part 1, Paragraph 1 (employment, social security and social protection).

c) UK GDPR, Article 9(2)(c) – vital interests, where processing is necessary to protect the vital interests of an individual or another person, for example in safeguarding cases, emergencies, first aid situations, urgent welfare concerns, or emergency contact situations.

d) UK GDPR, Article 9(2)(f) – establishment, exercise or defence of legal claims, where Special Category Data is processed in connection with legal proceedings, disputes, tribunals, complaints, investigations, insurance matters, or related case management.

e) UK GDPR, Article 9(2)(g) – substantial public interest, where processing is necessary for reasons of substantial public interest on the basis of domestic law. Depending on the activity, the relevant DPA 2018 Schedule 1 conditions relied on will include:
· Paragraph 6 (statutory and government purposes)
· Paragraph 8 (equality of opportunity or treatment)
· Paragraph 10 (preventing or detecting unlawful acts)
· Paragraph 18 (safeguarding of children and individuals at risk)
· Paragraph 21 (occupational pensions)
Examples include equality and diversity monitoring, assessment of eligibility for support or adjustments, safeguarding and welfare decision-making, management of disciplinary, complaints, incident and investigation matters, handling of legal claims or disputes, occupational pension administration, and other circumstances where Special Category data must be processed lawfully and proportionately in the substantial public interest for statutory, safeguarding, equality, employment, legal, or regulatory purposes.


Processing Criminal Offence Data
The College processes Criminal Offence Data only in accordance with Article 10 UK GDPR, namely where it is authorised by law and where there is a separate Article 6 lawful basis for the processing.

a) Where required, the College relies on the conditions in DPA 2018 Schedule 1. Depending on the activity, the relevant DPA 2018 Schedule 1 conditions relied on will include:
· Paragraph 1 (employment, social security and social protection)
· Paragraph 6 (statutory and government purposes)
· Paragraph 10 (preventing or detecting unlawful acts)
· Paragraph 18 (safeguarding of children and individuals at risk) 
· Paragraph 33 (legal claims)

b) Examples include recruitment and pre-appointment checks, safeguarding and suitability checks, management of disciplinary, complaints, incident, legal and information request matters, site security and CCTV-related incidents, and other circumstances where Criminal Offence Data must be processed lawfully and proportionately for safeguarding, legal, security, or regulatory reasons.

Processing which requires an Appropriate Policy Document
As outlined above, the College processes Special Category Data and Criminal Offence Data for various purposes on the basis of conditions set out under DPA 2018 Schedule 1. Of those conditions, the following require an APD to be published, and complied with, in respect of the processing:
· Paragraph 1 (Employment, Social Security and Social Protection)
· Paragraph 6 (statutory and government purposes)
· Paragraph 8 (equality of opportunity or treatment)
· Paragraph 10 (preventing or detecting unlawful acts)
· Paragraph 18 (safeguarding of children and individuals at risk)
· Paragraph 21 (occupational pensions)
Measures for ensuring compliance with principles
Accountability principle
a) In accordance with the accountability principle, the College maintains records of processing activities under Article 30 of the UK GDPR and section 61 of the DPA 2018.  the College will carry out data protection impact assessments (where appropriate) in accordance with Articles 35 and 36 of the UK GDPR and section 64 of the DPA 2018 to ensure data protection by design and default. 

b) the College follows the data protection principles set out in Article 5 of the UK GDPR, and Part 2 of the DPA 2018 for processing, as follows:
· The appointment of a data protection officer who reports directly to the highest management level. 
· Taking a ‘data protection by design and default’ approach. 
· Maintaining documentation of processing activities. 
· Adopting and implementing data protection policies. 
· Implementing contracts with data processors. 
· Implementing appropriate security measures in relation to the personal data.
· Carrying out data protection impact assessments (where required). 
· Regular review of accountability measures.

Compliance with the data protection principles

a) Principle (a): lawfulness, fairness and transparency
· The College identifies the lawful basis, condition and authority to process personal data before processing commences, and documents lawful bases in its compliance documents, including its Record of Processing Activities.

· The College provides clear and transparent information about the processing of personal data, including the lawful basis for processing, through relevant privacy notices and this APD.


b) Principle (b): purpose limitation
· The College processes Special Category Data and Criminal Offence Data for specified, explicit and legitimate purposes connected with its employment, education, governance, safeguarding, student services, finance, estates, information governance, legal, complaints, health and safety, marketing, and related organisational functions.

· The College processes personal data for the purposes for which it was originally collected. The College will only process personal data for other purposes if they are compatible with the original purposes, the College has obtained your consent, or the purpose is otherwise permitted under data protection law.




c) Principle (c): data minimisation
· The College collects and uses only the personal data, including Special Category Data and Criminal Offence Data, that is necessary, relevant and proportionate for the purpose concerned.

· Where personal data obtained or received by College is not necessary, relevant and proportionate to the College’s purposes, it will be erased.

d) Principle (d): accuracy
· The College ensures that where personal data is identified as inaccurate or out of date, having regard to the purpose for which it is being processed, the College will take every reasonable step to ensure that data is erased or rectified without delay.

· The College ensures that rectification requests, where received from Data Subjects, are actioned without undue delay. If the College does not action such a request, for example because the challenge to the accuracy is unfounded, or an exemption applies, the College’s decision to refuse the request will be documented.

e) Principle (e): storage limitation 
· Special Category Data and Criminal Offence Data processed by the College is retained only for as long as necessary for the relevant purpose and in accordance with applicable legal, regulatory, safeguarding, funding, audit, complaint, limitation, or retention schedule requirements.

· Records are reviewed and securely deleted, anonymised, or otherwise disposed of when no longer required, subject to any legal hold, archiving, safeguarding, or statutory retention obligation.

f) Principle (f): integrity and confidentiality (security)
· The College applies appropriate technical and organisational security measures to protect personal data, including access controls, role-based permissions, secure systems, network protections, processor due diligence, staff confidentiality obligations, training, and appropriate physical and electronic security for records and devices.

· The College has implemented incident management processes to ensure that any suspected personal data breaches are identified, investigated, remedied and mitigated urgently.

Retention and erasure policies
The College has implemented and maintains a Data Retention Policy and Data Retention Schedule as part of its data protection framework. 
Special Category Data and Criminal Offence Data are retained and erased in accordance with the Data Retention Policy and Data Retention Schedule.
Review
This APD will be kept under regular review and updated where personal data categories, processing activities, lawful bases, DPA 2018 Schedule 1 conditions, retention requirements, or organisational safeguards materially change. 
This APD should also be reviewed alongside the College’s records of processing activities and relevant privacy notices to ensure accuracy and consistency across the College’s data protection framework.
This APD will be retained for the duration of the College’s processing and for a minimum of 6 months after processing ceases.

Policy Dated: July 2026
Next review due: July 2028
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